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Executive Summary
Since their early widespread deployment in the 1990’s, video cameras have demonstrated a significant potential to increase public safety and reduce criminal activity.   The modern camera surveillance systems technology may be strategically deployed throughout a municipality and may provide recording video transmission functionalities, locally or remotely, through the use of wireless and Internet technology.  This paper is intended to: 
· provide a brief overview of global perspectives on government and municipal trends and use of surveillance technology; 
· (2) discuss legal, constitutional, and social considerations of municipal surveillance systems; 
· (3) provide a summary of the City’s current surveillance camera system and use; 
· (4) provide a survey of other local government municipalities and their use and application of this technology; 
· (5) discuss projected costs of operating various monitoring models for surveillance systems; 
· (6) provide an overview of hardware and software options; and, 
· (7) provide best-practice recommendations for the future of the City’s surveillance system.
(1)  Global Perspective

International and domestic Law Enforcement Agencies have increased the use of Closed Circuit Television (CCTV) surveillance over the past two decades.  Municipalities across the United States use an estimated 1 million CCTV cameras to monitor public areas such as schools, public buildings, and areas of high crime and or traffic. (Nieto, 1997) (Nestel, 2006)  Appendix A provides examples of crime disbursement and impact of CCTV deployment on criminal activity in the Chicago area in the early 2000’s.  The darker blue areas in the charts on Appendix A reflect higher crime areas.  As Appendix A shows, the amount and disbursement of crime significantly diminished by the deployment of CCTV in the Chicago area (compare Before heat map concentrations at top of Appendix A to After heat map concentrations at the bottom of the page). 
As the recent and very notable example of the Boston Marathon bombing illustrates, opportune placement of monitoring systems are critical to high profile crime incidents.  Footage of the bombing in the spring of 2013 was caught by a department store monitoring system.  This footage led to the identification of the prime suspect, who was captured on camera dropping a black backpack on the street.  The footage was described as “a major turning point” in the investigation.  Separate videos from another department store provided additional images that eventually led to a positive identification. (Bucktin, 2013)  While the cameras in this case happened to be privately owned, they demonstrate the immense value of surveillance systems public or private.
While there are situations that warrant the deployment of video surveillance, there are legal and constitutional issues that municipalities must consider and manage proactively.

(2)  Legal, Constitutional, and Social Implications

While some argue that CCTV surveillance impede the United States citizen’s Fourth Amendment rights, which protect against unreasonable search and seizures, many legal scholars affirm that placement of continuous video surveillance in public areas does not impinge upon such rights.  Further, current interpretations of judicial decisions and tort law consistently recognize that CCTV represents a valid use of the municipality’s authority and responsibility to protect its citizens. (Nieto, 1997)  Although application of surveillance technology in public areas by a government entity has been consistently supported by U.S. courts, the use and storage of such footage raises ethical and privacy concerns on the social level.  It is recommended, that the City maintain a strict policy on the use and disclosure of video footage (consistent with public record law) and employ an aggressive media campaign highlighting the benefits of the technology.
(3)  Current Camera Infrastructure:  City of Hallandale Beach

The City of Hallandale Beach modernized and significantly expanded its Security Surveillance Camera project beginning in October of 2007.  The City began replacing and expanding the then-existing, outdated and underutilized system with new technology throughout City facilities.  As the City’s needs increased and changed, additional cameras, monitoring and review capabilities have been added.  

Today, the City has approximately 185 cameras primarily at city facilities (buildings and parks); listed on Appendix B.  The City has two cameras on public right-of-ways.  The right-of-way cameras are located on NW 4th Avenue and Foster Road and on NW 7th Avenue and Foster Road.  These cameras allow police staff to monitor local streets. They have been used for investigative purposes and immediately have changed the character of street level drug activity in the area.  The City has a combination of stationary/fixed and Pan/Tilt/Zoom (PTZ) cameras and currently employs a passive monitoring strategy (a more thorough discussion of monitoring strategies- active, passive, or hybrid, will be provided below).  
Our surveillance footage is captured 24 hours a day and is accessible on the Department’s server for 30 days.  As noted above, the Police Department employs a passive monitoring system, which means that the cameras are not being actively monitored.  In the Police Department, two monitors located at the front desk display an array of live video footage.  Front Desk staff utilize these screens to monitor incidents as dispatched.  These screens are also used when calls originate from one of the eight emergency call boxes located at various city parks.  Staff is able to view the area surrounding these call boxes and assist responding officers with real-time information.  Additionally, authorized staff may remotely access the system’s servers to view real-time footage or playback and review saved footage on demand.
The City is currently engaging in a new initiative that will engage commercial real estate developers to establish private/public partnerships with respect to surveillance systems.  One of these examples is Art Square, an active development project at 300 North Federal Highway.  In this partnership agreement, the developer pays for the cost of installation of CCTV, and the police department has full access to all video footage captured of surrounding public roadways and right of ways. This particular development offers additional vantage along North Federal Highway, which has significant pedestrian and vehicular activity.  This effort is similar to the best practice offered by the City of Philadelphia, as a crime fighting method (http://www.futuregov.asia/articles/4709-philadelphia-city-us-plots-cctv-feeds-on-a-map-to-cut-crime).
Another current initiative, which is in its early stages, is the implementation of License Plate Recognition (LPR) technology.  Pending future Physical Security Systems RFP includes the potential implementation of LPR technology on major City arteries.  LPRs technology provides an automated method for warrants check on every license plate captured by the device.  These devices can be deployed along major arteries and can remotely alert officers when a stolen vehicle or vehicle associated with a major crime passes through the City.  Police Department staff is currently testing an LPR in the Three Islands Safe Neighborhood District as the District and the City are considering purchasing this technology.
It should be noted that the City’s current infrastructure with regards to transmitting data may require upgrading network infrastructure and video surveillance topology to include more fiber optic lines and/or localized Network Video Recorders (NVR).  This would allow the City to take advantage of new capabilities and functionalities offered by modern camera technology.  Current network infrastructure and surveillance systems configuration allow for acceptable but not optimal use of current technology available.  The increased deployment of fiber optic lines may allow the City to take full advantage of current and future technologies as they come online.   Another cost effective option, which may be easily deployed, is the use of localized NVRs (recorders).  The City of Hallandale Beach currently uses a centralized topology to route video back to City Hall, creating a bottleneck of video coming in thus resulting in slower receipt of video and increased chances of data transfer failure.  Switching to a distributed model, site-specific system would alleviate these issues and provide better quality of digital video and minimize network bandwidth requirements. In Appendix C, an illustration of the network is demonstrated.
(4)  A Survey of Local Agencies:  Comparison and Analysis

The Hallandale Beach Police Department conducted a survey of all Broward County police agencies.  Staff looked at surveillance camera locations, monitoring strategies, deployment of LPR technology and documentation of camera policy.  During this survey, staff learned that many of the agencies in Broward County only possessed cameras within their public buildings and it was noted that no agencies actively monitored their surveillance systems.  
In addition to these Broward police agencies, staff also contacted the Broward County School Board and Nova Southeastern University.  These two entities actively monitor their footage, with cameras dispersed throughout their campuses.  This represents less than 1% of agencies reviewed.  Nova Southern University also utilizes LPR cameras to deter on-campus crime.  By comparison, one agency in Dade County, the City of Miami Police Department, recently started a program, in which their current intent is to actively monitor their cameras 24 hours a day with CSA staff.  
A summary of the staff findings show that 97% of agencies surveyed reported deploying cameras in city buildings. Two agencies reported having cameras at beaches, and only the City of Hollywood has cameras on public rights-of-way.  The Cities of Margate and Pembroke Pines reported to have Pole-cams, which are portable cameras that are stationed at targeted locations throughout the year.  The City of Coral Gables reported not utilizing CCTV cameras at all.  It was also noted that 72% of surveyed entities had LPR cameras deployed.  Furthermore, only one agency had a camera policy in place, the Boca Raton Police Department.    

The Hollywood Police Department reported an active implementation project for the 2015 calendar year which includes plans for monitoring public area cameras.  The City of Aventura Police Department utilizes a hybrid approach to camera monitoring.  City dispatchers use a monitoring station, which allows their staff to watch real time video during the course of their duties.  However their primary function is not to actively monitor the cameras.  See survey results displayed in Appendix D:  Survey of Local Agencies.
(5)  Staffing Models and Projected Personnel Costs

There are three common models for implementing a camera monitoring system:   

Active monitoring: Active monitoring involves hiring, training and scheduling skilled staff members to actively monitor camera recordings.
Passive monitoring: This configuration involves setting up the cameras to passively record footage and play back the video at certain intervals or on demand.
Hybrid monitoring:  Hybrid monitoring involves establishing the camera and monitoring system to use a combination of Passive and Active monitoring.

The most significant difference between the listed models is the staffing and operational cost.  Fully active monitoring is a 24-hour per day 7 day per week proposition with the number of staff determined by the number of cameras and monitoring stations available.  Passive monitoring allows for the lowest operational cost and requires only personnel to maintain the system and training for staff to play back and/or preserve recorded data.  The hybrid monitoring model implies some level of active monitoring of parts of a surveillance system at designated times and locations, but less than full active monitoring (ex. 8 hours or 16 hours per day monitoring).

Staff projected salary costs for active monitoring based on an average per-hour wage of Public Safety staff at Broward County School Board.  The cost for active monitoring, per year, are projected at 24 hours, 16 hours, and 8 hours using non-specialized staff and CSAs (Community Service Aide). 

The projected costs to provide active monitoring by non-specialized staff are:

· $500,458 for 24 hour/day active monitoring by Camera Surveillance staff

· $333,639 for 16 hour/day active monitoring by Camera Surveillance staff

· $166,819 for 8 hour/day active monitoring by Camera Surveillance staff

The cost for similar monitoring services increases somewhat with CSA staff but the City gains the benefit of better trained staff with a higher stake in the agency.  Monitoring costs for CSA’s are projected as follows:

· $625,192 for 24 hour active monitoring by CSA staff

· $416,795 for 16 hour active monitoring by CSA staff

· $208,397 for 8 hour active monitoring by CSA staff
Appendix E:  Active Surveillance Cost Projections

Studies have illustrated the effectiveness of surveillance cameras and their ability to reduce crime.  However, when deciding the method of implementation, research highly suggests the location and geographical environment play a big role in the decision. In cities like New York and Chicago, which has a highly densely populated metropolitan area, active monitoring has been effective at cutting down crime rates.  On the other hand, one agency from the UK argues that active monitoring of CCTV cameras is an ineffective use of police department time and that there is “no case to support the active monitoring of public CCTV”. (Dyfed-Powys, 2015).    This agency covers four counties and has a population of over 488,000 residents and visitors.  However, it does not have densely populated areas where pedestrian traffic is prevalent. 
[image: image11.emf]Agency Surveillance camera Montioring  License Plate Reader Policy  Contact Person

Aventura PD City Buildings only Passive Yes/Stationary No Capt. Tom Labombarda

Boca Raton PD City Buildings & Mall Passive Yes/Stationary Yes Ofc. Jim Burke 

Broward College (Central) Gym/Library/parking garage/Academy Passive No No Sgt. Charles Rothrock Jr.

BSO Public Safety  City Building Passive No No Surveillance Unit  Ron Lowther

Coconut Creek PD City property Passive Yes/Stationary No Sgt. H. Cabrera

Cooper City BSO City Building Passive yes No Edward Montalvo

Coral Gables PD No N/A N/A No Kozolowksi

Coral Springs PD City Building Passive No No Sgt. Bruce

Ft. Lauderdale PD City Building and Beaches Passive Yes/Stationary/Moblie No Det. Stan Ragin

Hillsobro PD City Building Passive Yes No Ashley Bukats

Hollywood PD City Building/Beach/right aways Passive Yes/Stationary/Moblie No Det. Daniel Justus

Lauderhill PD City Building Passive Yes No Jerzey Rogowski

Lighthouse Point  PD City Building Passive Yes  No Ofc. Wright

Margate Pole Cams \ portable Passive No No Lt Andy Zadik (954) 972-6454

Miramar PD City Building Passive Yes/Moblie No Major John Savaiko

Nova University Throughout Campus  Activity Yes No Investigation Coordinator Erika McLeod

Osceola County Sheriffs City Buildings only Passive N/A No IT Manager Ryan Potts

Pemborke Pines PD City Building Passive Cars No Frank Ford 954-436-6959

Plantation City Building Only Passive No No  954-797-2100

Sunrise PD City Building Passive Yes/Stationary/Moblie No Ofc. Bruce Chariton

Wilton Manner City Builiding Passive No No Cmdr Gary Blocker


(6)  Camera Systems: Hardware & Software
There are approximately twelve (12) popular types such as the dome, outdoor, day/night, and network/IP.  Cameras also vary by placement, such as Overt cameras, which are intended to be visible, Semi-overt, which are mounted within a fixture that can be seen but doesn’t show the actual camera, and Covert which are mounted in such a way as to not be detected. (Hambleton, 2007)
 Cameras can be placed throughout a city or municipality, in city buildings and parks, at traffic lights, on uniform officers, and in high crime areas.  Video footage can be relayed automatically to a server and stored for a configured length of time.  There are cameras available on the market that may record and store video within the camera hardware itself, and later transmit files.  Network/IP cameras may be hardwired to an existing network or may transmit files wirelessly.  Network/IP and wireless cameras offer greater installation flexibility.  High definition cameras allow the operator to zoom in for greater image clarity and detail.  (Knott, 2011)
Geographic Information Systems (GIS) technology paired with CCTV and Police Crime Records may provide greater abilities for the Police Department to locate, track, and analyze criminal or emergency response data.  For instance, GIS may be used to map criminal activity such as gang activity, drug sales, firearm use, robberies, sexual assault, and burglaries. Analysts could use this data, along with recorded cctv footage, to correlate crime related incidents or establish patterns and timelines.  LEO agencies have successfully used GIS to analyze criminal activity to deploy cameras in targeted areas, successfully reducing crime and loss, while also protecting the officer and reducing overall risk. (Nieto, 1997)
New hardware capabilities within cameras as well as enhanced software also deliver additional camera features such as the ability to detect concealed metallic and non-metallic objects such as weapons without interfering with Fourth Amendment rights.  If the software enables a monitor to identify an individual and formulate reasonable suspicion that that person is carrying a concealed weapon, more lives may be saved than just the officer’s.  (Nieto, 1997)  New software programs allow for advanced analytics during video capture and review.  For example, new crime prevention programs offer advanced tracking functionalities which allow the user to filter captured images to specific colors of vehicles, gender, and can be set up to send alerts to the team watching the footage. (Nestel, 2006)
(7)  Conclusion & Recommendations:
It is evident that surveillance systems have a positive impact and overall, the findings suggest the deployment and use of CCTV as a crime deterrent.  This technology reduces crime and enhances prosecution efforts, which may lead to positive returns on investment. 

The Hallandale Police Department Staff recommends the following:
· Partner with local area businesses such as Gulfstream and Mardis Gras to integrate their existing surveillance systems with our monitoring surveillance programs. For clarity, the Police Department is recommending access to video surveillance from parking lots and public common areas, not from the interior of these establishments.
· Broward County Traffic Engineering traffic map sensors have been replaced with traffic monitoring cameras to regulate traffic flow.  We recommend researching the potential to partner with them to gain access to their current video systems feed, from cameras installed within the City.
· Deploy stationary LPRs to cover major arteries such as Pembroke Road, Hallandale Beach Boulevard, Federal Highway north and south, and A1A.  Using this method, the LPR cameras would “run” the tags on most of the vehicles that travels into and out of the City and assist law enforcement efforts in apprehending suspects moving throughout the city.  Approximate cost per LPR camera is $10,500.00
· Utilize Site-Specific NVR recorders to minimize bandwidth and improve video capability.  The approximate cost to outfit our current system with five (5) localized NVRs is approximately $14,000.00

· We recommend reviewing current City media to ensure the residents are aware of surveillance efforts and any resulting efficiencies from enhancing the current system via all City media outlets.

· If it is the desire of the City Commission to have a monitoring station, staff recommends a Hybrid platform with limited hours of operation.  Strategic determination of location and surveillance availability would be considered for an effective monitoring implementation.  
· Upgrade existing analog camera devices and infrastructure. In order to achieve optimal quality of digital video, various cameras and media supporting cameras would require upgrade.  The Police Department would work with the Innovation Technology Department to ensure effective implementation. 
Appendix A

Change in Density and Mean Center of Crime with CCTV deployment in conjunction with “Smart” technology deployment, Chicago

[image: image2.png]Note:Tho parametrs
wed o gereato tho
mapswerskegtcon
sistot bt e
mapatoo 0alow
for vl comparison
etueen e o time-
priots.

Sowrea: The Utan
st





Crime Trend Timeline

[image: image3.png]Intervention begins,





Appendix B

Hallandale Beach Current Camera List
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Appendix C
Current centralized architecture using single server:
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Distributed architecture with site-specific Network Video Recorders (NVR)
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Appendix D

Survey of Agencies

Appendix E
Active Surveillance Cost Projections: “Camera Monitoring Staff Hourly Rate”
[image: image8.emf]16.25 $        20.30 $        

Cost for 24 Hour Coverage:  $9,624/week $500,458/year

Cost for 16 Hour Coverage:  $6,416/week $333,639/year

Cost for 8 Hour Coverage: $3,208/week $166,819/year

Alpha

Monitor

Hourly

Rate

Social 

Security Medicare

Workman's 

Comp.

Time 

Plus 

Benefits

Hours

Per

Week Total

S M T W T F S

A1 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X X

A2 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X X

A3 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X

Sup $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

TOTAL 160 $3,208.06

# Monitors Working

on Alpha Shift

2 2 2 2 2 3 2
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Monitor

Hourly

Rate

Social 

Security Medicare

Workman's 

Comp.

Time 

Plus 

Benefits

Hours

Per

Week Total

S M T W T F S

B1 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X X

B2 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X X

B3 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X
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$943.14

TOTAL 160 $3,208.06
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Comp.
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C1 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X X

C2 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X X

C3 $16.25 $1.01 $0.24 $1.38 $18.87 40

$754.98

X X X X

Sup $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

TOTAL 160 $3,208.06

# Monitors Working

on Charlie Shift

2 2 2 2 2 3 2

Personnel Cost Using Surveillance Monitors

Hourly Rate: Supervisor Rate:

18/01 - $18.04

18/10 - $22.55

09/01 - $14.46

09/10 - $18.04

General Grade G09 General Grade G18


Active Surveillance Cost Projections: “CSA Hourly Rate”
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Cost for 24 Hour Coverage:  $12,023/week $625,192/year

Cost for 16 Hour Coverage:  $8,015/week $416,795/year

Cost for 8 Hour Coverage: $4,008/week $208,397/year
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X X X X X

A2 $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

X X X X X

A3 $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

X X X X

Sup $25.36 $1.57 $0.37 $2.16 $29.46 40

$1,178.23

TOTAL 160 $4,007.64
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B1 $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

X X X X X

B2 $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

X X X X X

B3 $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

X X X X

Sup $25.36 $1.57 $0.37 $2.16 $29.46 40

$1,178.23

TOTAL 160 $4,007.64
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C1 $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

X X X X X

C2 $20.30 $1.26 $0.29 $1.73 $23.58 40

$943.14

X X X X X

C3 $20.30 $1.26 $0.29 $1.73 $23.58 40
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X X X X

Sup $25.36 $1.57 $0.37 $2.16 $29.46 40
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